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WIFI FOR OFFICE 64

Network: Meetingroom
Password: meetingrooml
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- | ENTERPRISE - !
S , SRR r )  john staley’s cA
BICESTER VISION J\Mury & D'St_‘f“’t L e @ remote help) ~

Business




Josh Read
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What we will talk about and timings
How you will be asked to participate

Who is available after the end of the meeting
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What will we cover In
the next 2 hours?
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Q Day - Quantum Day. What is it?

- Three small words: Creating a strong Password method
Have | been Pwned. Has your email or password been
accessed?

Storing passwords - how to?
Password Managers - Whats best? Physical or app e.g.
LastPass
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Cyber Security HQ
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Where to start?

.a@ea |National Cyber
9&3 Secunty Ce I"lt re ABOUT NCSC CcisP REPORT AN INCIDENT CONTACT US e

Home  Advice & guidance  Respondtoacyberattack  Find a productorservice  Education & skills ~ News

The National Cyber Security Centre

Making the UK the safest place to live and work online.

Experienced a cyber attack? Find resources to help you or your organisation to recover.

Find guidance and resources for ...
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You & your family Self employed & Small & medium Large Public sector Cyber security
sole traders sized organisations professionals

organisations

Answer a few simple questions to get a free personalised action plan that lists what you or your organisation can do right

now to protect against cyber attack.
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Small organisations

I'm self employed or work in an organisation with up to 50
employees (3—5 mins to cc:mple'ce]I

Start action plan for small organisations

BICESTER VISION

For individuals & families

I want to improve my personal cyber security (2-3 minutes to
complete)

Start action plan for individuals and families
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https://www.ncsc.gov.uk/

2FA and Authenticators

Business
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https://demo.kenhaggerty.com/demos/authenticator
https://demo.kenhaggerty.com/demos/authenticator

What does no

Yubico - Security
Key NFC - Black -
Two-Factor...
£25.08
Amazon.co.uk

Free delivery

Yubico YubiKey 5
NFC - system
security key
£49.19
Misco

(641)
+£5.99 delivery

Yubico YubiKey 5C
NFC - USB-C
security key
£53.99
Misco

(694)
+£5.99 delivery

BICEST

Yubico - YubiKey,
5C NFC - Two-
factor...

£55.20
Amazon.co.uk

Free delivery

ER VISION

A

Yubico - YubiKey
5Ci - Two-factor
authentication...

£75.24
Amazon.co.uk

Free delivery

Jll"’% Banbury & District @

password look like?

®w

CaseSack Security
Key Case
Compatible with...
£21.26

Amazon.co.uk

Free delivery
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Malicious Websites

Information

Credits

‘What happened to my files?

LA your files are encivpted and secured with a strong key, There iz no way to get them
|back vathout your personal key,

'How can | get my personal key?
('well, you need ta pay for it You need to visit one of the special site below & then you need to
|enter your personal ID (you find it on the top) & buy it. Actually it costs exactly 0.1 Bitcoins.

iUc‘ﬂkl'IE" Site: hitp: A/ annat uStbsayki. onionthed ki
(D arkret Site: hitp: //arnabelle59 3mb

vk onon/ mibtygki

'How can | get access to the site?

['Y'ou easily need to download the Torbroweser, vou can get it from this site

-y o 1l b e b e
tHttps ¢ Sweny tofproect orgy
| tp v LOEpITO] :

'What is goin to happen if I'm not going to pay?

|If pou are nok going to pay, then the countdown will easily ran out and then your spstem will

lha Fraloan [ oma ara Aeiea be rastat Haae Bha e wbdmooes ol rae st zormoeds Fastar Ca

Eoarried Hide Files

Enter Unlock Key _ —

Check Payment /
Code
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https://app.any.run/tasks/dd98ae4b-21a3-4c4b-a806-7032fa2be7d3?_gl=1*k1ieaw*_gcl_au*MTk2ODYwNjkxMi4xNzQ4OTU1MDYw*FPAU*MTk2ODYwNjkxMi4xNzQ4OTU1MDYw*_ga*MTU1NDA2MDE4NC4xNzQ4OTU1MDYw*_ga_53KB74YDZR*czE3NDg5NTUwNTkkbzEkZzAkdDE3NDg5NTUwNTkkajYwJGwwJGgxOTM5MzIwMjUz
https://app.any.run/tasks/dd98ae4b-21a3-4c4b-a806-7032fa2be7d3?_gl=1*k1ieaw*_gcl_au*MTk2ODYwNjkxMi4xNzQ4OTU1MDYw*FPAU*MTk2ODYwNjkxMi4xNzQ4OTU1MDYw*_ga*MTU1NDA2MDE4NC4xNzQ4OTU1MDYw*_ga_53KB74YDZR*czE3NDg5NTUwNTkkbzEkZzAkdDE3NDg5NTUwNTkkajYwJGwwJGgxOTM5MzIwMjUz

Malicious Websites
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Report phishing

() Report junk
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What to do next

How do we stop this
happening again, what
raining can | provide 3

Inform/As
|

Who Device @ Cyber IRP

!

hat's happened? Wha
do | do now?

know what's happene
how do | respond?

When Business
- Continuity Plan
How
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([J) Gophish IREFEE User clicks and
B Microsoft

submits .
I(ﬂ@WBEA‘ £ pCISSWOI’d Enter password

pasward

B8 Microsoft Security £ £ S——

Email code %o

[ ]
Matthew Exner <Matthew Exner@rhodesracoms mattburgey® chubb.com E m O I I
[EXTERNAL] Matthew Exner shared "Matthew @ Rhodes Risk Advisors” with you

o‘ﬂlﬂt of the content in this message couldn’t be downloaded because you're warking offline or arent connected to a network. t

5 Reporting

Matthew Exner shared a file with you

Here's the document that Matthew Exner shared with you.

@ Matthew @ Rhodes Risk Advisors
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Phishing Susceptibility
Report
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Simulations and Training
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Lets break
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Legacy systems
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Phones - how to care for
them

NV,
Semey
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Find your phone
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Your online identity
Why hackers try to get your email
Who owns your emails? Not all emails are equal.
POP3, IMAP, Microsoft Exchange
Get a second emailil
Who has two?
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Anti-virus and Updates

Business
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Synchronisation: Cloud is not a backup
321
Your backup is in the American Desert
Test your backup
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What we looked at
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After this meeting

IT Teacher Ltd
red@johnstaley.co.uk

Celerity-UK
Jjoshua.read@celerity-uk.com
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Thanks for comlngqlong
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